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Model of intra-organizational communication about technical and production risks 
to prevent technological accidents before they occur in  large critical infrastructure companies

SUMMARY
This publication provides a brief description of the model (process) for building a system for reporting information about 
technical and production risks within a  large critical infrastructure company in order to prevent technological accidents before 
they occur.

When investigating some major accidents, it turns out that before the accident, ordinary employees and  lower-level managers had 
observed deviations in the operation of equipment and other violations of regulatory documentation governing the operation of 
critical infrastructure facilities. But for various reasons, these employees at the bottom of the corporate hierarchy were hesitant 
to take preventive action by disclosing their observations and concerns to higher-ups. As a result, some avoidable accidents 
were not prevented in time. Because the owners and top management of these companies  learned about the violations and the 
associated risks that had taken place only after the accidents, they were unable to make the decisions that could have prevented 
critical developments at the industrial sites entrusted to them.

The purpose of this publication is to describe a universal model for setting up a system in  large critical infrastructure companies 
to allow the immediate reporting of technical and production risks from ordinary employees to top management, in order to 
prevent emergency situations developing.

The mission of the model is the prompt transmission of high-quality information about the critical risks of production sites and 
pre-emergency situations along the management hierarchy of a critical infrastructure company, to prevent risks from escalating 
into full-blown emergencies.

The main objective of this model is for top management to receive early signals about pre-emergency situations and critical 
problems from a small group of trained managers and employees representing the most critical enterprises of the company.  
For this purpose, dozens of special training seminars are held at industrial sites. At the same time a dedicated internal corporate 
mobile app is set up that allows ordinary employees operating critical company facilities, within a few seconds of seeing  
a potentially critical situation, to report this to top management and prevent it before it escalates. The most serious problems 
are promptly raised to the  level of top management, and sometimes to the owners, of the company to organize emergency 
financing to manage these risks. Critical risks and near-emergency situations require an immediate response from the company; 
experience shows that no more than 5% of all disclosed problems within this model have such a high criticality.

Due to limited financial resources, it is impossible to fully control all the risks of an organization. Also, do not underestimate 
the possible information overload of top management if you give all employees of the organization the opportunity  
to send information to top officials about observed risks and problems that concern them. Therefore, the implementation 
of this model is recommended mainly at critical industrial sites of the company. The model is not intended to solve all the 
production problems of a critical infrastructure company: there is a traditional management vertical for this. The model  
is being created in order to prevent serious accidents and loss of life by drawing the attention of top management to 
serious problems at critical industrial sites when the company’s management hierarchy, for various reasons, has not been 
able to cope with these problems in a timely manner. It is worth noting that not all employees, even at the company’s 
critical industrial sites, are involved in the management of critical equipment. Experience shows that no more than 10% 
of the employees of these enterprises are involved in the control of critical equipment, which may influence the formation  
of critical risks for the company as a whole. It is this small group of employees can quickly send information about serious problems 
directly to the company’s top management, bypassing intermediate  levels of management. 
 
When an organization has  limited resources, this system allows you to see the most vulnerable places in the company’s critical 
infrastructure and wisely distribute  limited funds to prevent critical developments.

After implementing this model in a company, there will be a comprehensive improvement in the quality of information about risks 
and the speed of its transmission from employees and  line managers managing critical risks to the top management (and owners)  
of the company.

This publication is intended for managers of  large critical infrastructure companies, consultants in the field of risk management 
and industrial safety, as well as scientists involved in the issues of risk management and organizational behavior.
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