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Mopenb BHYTPUOPraHM3aLMOHHON TPAHCAALMM UHDOPMALMU O TEXHUKO-NPOU3BOACTBEHHbIX PUCKAX
ANA NPefoTBPALLEHNS TEXHONOMMYECKMUX aBAPHIl 40 UX HACTYNNEHUS B KPYMHbIX KOMNAHUAX KPUTUYECKON MHPACTPYKTYPbI

PE3IOME

B paHHOM ny6nukauuu w3naraeTcs Kpatkoe onucaHue mogenn (npouecca) NOCTPOEHWUS CUCTEMBbI TPAHCAALMKM MHGOpMaLMK
0 TEXHMKO-NPOWU3BOACTBEHHbIX PUCKAX BHYTPU KPYMHOW KOMMAHUM KPUTUYECKOW MHAPACTPYKTYpPbl C Lieablo NpeaoTBpalieHus
TEXHONIOTMYECKUX aBapUI 0 UX HACTYM/IEHUs.

Mpu paccnesoBaHnM HEKOTOPbIX KPYMHbIX aBAPUil BLIACHAETCS, YTO PSAOBbIE COTPYAHUKM 1 PYKOBOAUTENN HUXHETO 3BeHa Habto-
Aanu OTKNOHEeHUs B paboTe 060pyA0BAHMUSA U fpyriMe HapyWeH!Us HOPMATUBHOI LOKYMEHTAL MM, PeraMeHTUpYIOLLei SKCnyaTaL o
0GbEKTOB KPUTUYECKON MHGPACTPYKTYpbl. BBUAY Pas3iMUHbIX MPUYUH 3TU COTPYAHUKM, HAXOAsALWMECs BHWU3Y KOPMOPaTUBHOM
nepapxum, He pellannch PackpbiTb HabNIOAAEMble OTKIOHEHUS W CBOM OMACEHUS BbIWECTOAWMM PYKOBOAUTENAM U NPEANPUHATD
pelwuTenbHble LeiiCcTBUSA NO HeAONYILEHNI0 aBapuii. B utore HekoTopble aBapun He 6bIIM NpeoTBPaLlLEHbl CBOEBPEMEHHO. BBuay
TOrO YTO COOCTBEHHUKM 1 TOM-MEHEAXKMEHT LAHHBIX KOMMAHMIA KpUTUYECKON MH(BPACTPYKTYPLI Y3HAM 06 UMEBIIMX MECTO HapyLue-
HUAX YXKE TONBKO NOC/e aBapuii, OHU He CMOIIMN CBOEBPEMEHHO NPUHSATbL PeLleHUs, YToObl NPesoTBPpaTUTh KPUTUYECKOe pa3BUTUE
COObITUI Ha BBEPEHHbIX UM MPOMbILIEHHbIX MAOLAAKAX.

Lenbio faHHoi nyGnuKkaummu sBAsSeTCS OnucaHue YHUBEPCANbHOM MOAENM MOCTPOEHUA TaKOM CUCTEMbI B KPYMHbIX KOMMAHUAX
KpUTHUYeCKoil MHDPACTPYKTYpPbl, KOTOPAsA MO3BONUT TPAHCAUPOBATL UH(BOPMALMIO O TEXHUKO-MPOU3BOACTBEHHBIX PUCKAX Pa3HOrO
YPOBHS KPUTUYHOCTU OT PALOBbIX COTPYAHWUKOB A0 TON-MEHEPKMEHTA B TeUEHUE HECKONbKUX CEKYHS /15 CBOEBPEMEHHOTO NpeaoT-
BpaleHMs Ype3BblYaiHbIX CUTYALNIA.

Muccus moaenu — onepaTuBHas TPAHCAALMS KAuyecTBEHHOM MH(OPMALMN O KPUTUYECKUX PUCKAX MPOU3BOACTBEHHLIX NIOWAA0K
M 0 NpefaBapuiHbIX CUTYaLUAX N0 BEPTUKAAW YNPABAEHNUS KOMNAHUN KPUTUYECKOH MHAPACTPYKTYPbI C LeNbio NpeaoTBpaLLeHus
YC no ux HacTynaeHus.

MaBHas 3afaya AaHHOW MOJeNu — MoNyYeHUE TOM-MEHEAXMEHTOM PaHHWUX CUTHANOB O NpefaBapUiHbIX CUTYaLUMUAX U KPUTUYe-
CKUX npob6iemax 0T He6OobLW O rpynnbl 06YYEHHbIX PYKOBOAUTENEN U COTPYAHMUKOB, NPEACTABAAIOWMX CAMbIE KPUTUYECKM BAXKHbIE
npeanpuATUA KOMNaHUK, ¢ Lenbio Ans npegoTspauequs YC go ux HactynneHus. s 3T0ro NpoBoAsTCA LECATKM CneuuanbHbix
o6yyalolWnx CeMUHAPOB Ha NPOMbILNEHHBIX MAOWAAKAX, NPU 3TOM NapasNefbHO CO3AAETCA CNeluanbHoe BHYTPUKOPNOPATUBHOE
MOBUNbHOE NPUNOXEHWUE, NO3BONSIOLEe PAAOBBIM COTPYAHUKAM, IKCMyaTUPYIOWMUM KPUTUYECKM BaKHble 0OLEKTbI KOMMNaHUK,
B TEYEHUE HECKOIIbKUX CEKYHA OTMPaBWUTb TOM-MEHEMKMEHTY MH(OPMaUMio 0 HAbAOAAEMbIX KPUTUYECKUX PUCKAX, YTOObI
He gonyctutb YC. Hanbonee cepbesHbie npobGnembl onepaTMBHO NOAHMMAIOTCS HA YPOBEHb TOM-MEHeMKMeHTa (MHOrAa U coOCTBEH-
HUKOB) KOMNAHWUU A1 OpraHW3auum 3KCTPEHHOTO GUHAHCUPOBAHUSA C Lieiblo KOHTPONA HAf 3TUMU pUcKamu. Kputuyeckue pucku
W NpeAaBapuiiHble CUTyaLMN TPEBYIOT HeMeLNeHHON peaKLMmM KoMnaHum (OMbIT NOKa3biBaeT, 4To He 6onee 5% OT BCeX PacKpPbIThIX
npobnem B paMKax JaHHO! MOJENM UMEIOT TaKyto BbICOKYIO KPUTUYHOCTD).

BBuay orpaHMyeHHOCTH GPUHAHCOBBIX PECYPCOB HEBO3MOXHO NONHOCTLIO KOHTPOIMPOBATH BCE PUCKW OPraHuU3aLmu. TakKe He CTOUT
HeJoOLEHUBATL BO3MOXHYIO WH(MOPMALMOHHYIO Neperpys3ky Ton-MeHemKMeHTa, eciu AaTb BO3MOXHOCTb BCEM COTPYAHMKAM
OpraHu3auum nocoinaTh NEPBbIM TMLAM UHGOPMALIMIO O BOSHYIOWMX UX Npobremax 1 HabnofaeMbix puckax. [1oaToMmy BHeapeHuUe
LaHHOW MOJenu peKOMEHLYeTCs B OCHOBHOM HAa KPUTWUYECKW BaXKHbIX MPOMbIWAEHHBIX Miowankax KomnaHuu. Mogenb cospa-
eTCA He Ans Toro, YToGbl pewarb Bce NPOU3BOACTBEHHbIE MPOGIEMbI KOMNAHUM KPUTUYECKOH MHGDPACTPYKTYPLI (415 3TOMO ecTb
TpaauLMOHHAs BepTMKanb ynpaeneHus). Mogenb co3aaercs Ans T0ro, 4Tobbl He AOMNYCTUTL CEPbEe3HbIX MPOUCIIECTBUI U rUbenu
NI0Ael 33 CYeT NpUBNEYEHUS BHUMAHUS TOM-MEHEMKMEHTA K Cepbe3HbiM NpobaeMaM Ha KPUTUYECKU BaXKHbIX MPOMbIWAEHHBIX
naolWaaKax, Koraa BepTMKanb YNpaBfeHUss KOMNaHWWU NO pa3HbIM NPUYMHAM HE CMOTa CBOEBPEMEHHO CMPaBUTLCA C PelleHnem
3TUX npo6siem. CTOMT OTMETUTD, YTO He BCe COTPYAHMKM [AXKe KPUTUYECKM BAXKHbLIX MPOMbILWAEHHbIX MNI0WAA0OK KOMMNAHUM UMEIOT
OTHOLWEHME K YNPaBIEHUIO KPUTUYECKM BAXKHBIM 060PYA0BAHMEM, PACMONOKEHHBIM HA AaHHbIX MA0WAAKaX. ONbIT NOKa3biBaeT, YTo
He Gosiee 10% CNUCOYHOTO COCTaBa COTPYAHUKOB AAHHbIX NPEANPUATUIA UMEIOT OTHOWEHWE K KOHTPOIIO HaZ KPUTUYECKM BAXKHBIM
060pyaoBaHNEM, KOTOPOE MOXET 0Kas3aTb BAUSHUE HA (OPMUPOBAHUE KPUTUYECKUX PUCKOB AJs KOMMNAHUM B LenoM. VIMEHHO
3Ta HeboNblAs rpynna COTPYLHUKOB MMEET BO3MOXHOCTb OMEpaTUBHO TPAHCAMPOBAaTb MHGMOPMALMIO O Cepbe3HbIX Mpobnemax
HaMPAMYIO TOM-MeHeAXMEHTY KOMMNAHUM, MUHYS MPOMEXYTOUYHbLIE YPOBHM YNpaBaeHus.

Korza y opraHu3aLmm orpaHuyeHbl pecypesl, To AaHHas cUcTema No3BOASET YBUAETb Hanbosee ysi3BUMbIE MECTa B KPUTUYECKOMN UHDpa-
CTPYKTYpE KOMNAHMM 1 FPaMOTHO PacrpefennTb OrpaH1YeHHble CPeACTBa, YToObI HE LONYCTUTL KPUTUYECKOTO PasBUTUS COBBITUIA.

Mocne BHeJpEHUA [aHHOW MOAENW B KOMNAHWUU KPUTUYECKOW MHGDPACTPYKTYpbl NPOMU30/AET KOMNIEKCHOE yNyylueHe KayecTsa
MH(OPMALMM O PUCKAX U CKOPOCTM ee TPaHCAALMUM OT COTPYAHWUKOB U IMHERHbIX pyKOBOAMTENEN, yNPaBAsioWmux KpUTMYECKUMU
pUCKaMmu, Lo TON-MEHeAXMeHTa (M COBCTBEHHMKOB) KOMNAHUK.



[lanHas nybnukauus npefHasHayeHa Ans pyKOBOAUTENei KPymHbIX KOMMNAHWIA KPUTUYECKOW MH(DPACTPYKTYPbI, KOHCYALTAHTOB
B 061aCTU PUCK-MEHEKMEHTA U NPOMBILWNEHHOKH 6@30NacHOCTH, @ TaKXKe YYeHbIX, 3aHUMAIOLLMXCA BONPOCAMU PUCK-MEHEAXMEHTa
W OpraH13alMOHHOrO NOBeAEHUS.
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ABTOPCKOE NMPABO

ABTOp cO06LaeT, YTO UHTENNIEKTYaNbHbIE NPaBa Ha [AHHYI0 MOLENb BHYTPMOPraHWU3aLMOHHOM TPAHCAALNYU MHDOPMALMM O TEXHU-
KO-NpPOM3BOACTBEHHBIX PUCKAX s NPefoTBpalleHUs TEXHONOMMYECKUX aBapuil 40 WX HACTYNJEHUS B KPYMHbIX KOMNAHUAX
KpUTUYeCKOi MHDPACTPYKTYpbl NpUHaANexaT aBTopy. ABTOp NPOCKUT He AOMyCKaTb UCMONb30BAHUA €r0 NPOU3BEeAEHNs MOJHO-
CTbIO MM YACTMYHO B KaKOW-nMGO GopMe, a TakKe BOCMPOU3BELEHUA MOAENU (MAW ee 4YacTu) B KaKoW-NMOO opraHu3aLuu,
6e3 NUCbMeHHOro paspelleHus. HapylieHue aBTOPCKUX NpaB aBTOpa HEM36EXHO MOBNEYET YroNOBHYIO, TPAXAAHCKYI0 U Apyrue
BW[ibl OTBETCTBEHHOCTY.



Model of intra-organizational communication about technical and production risks
to prevent technological accidents before they occur in large critical infrastructure companies

SUMMARY

This publication provides a brief description of the model (process) for building a system for reporting information about
technical and production risks within a large critical infrastructure company in order to prevent technological accidents before
they occur.

When investigating some major accidents, it turns out that before the accident, ordinary employees and lower-level managers had
observed deviations in the operation of equipment and other violations of requlatory documentation governing the operation of
criticalinfrastructure facilities. But for various reasons, these employees at the bottom of the corporate hierarchy were hesitant
to take preventive action by disclosing their observations and concerns to higher-ups. As a result, some avoidable accidents
were not prevented in time. Because the owners and top management of these companies learned about the violations and the
associated risks that had taken place only after the accidents, they were unable to make the decisions that could have prevented
critical developments at the industrial sites entrusted to them.

The purpose of this publication is to describe a universal model for setting up a system in large critical infrastructure companies
to allow the immediate reporting of technical and production risks from ordinary employees to top management, in order to
prevent emergency situations developing.

The mission of the model is the prompt transmission of high-quality information about the critical risks of production sites and
pre-emergency situations along the management hierarchy of a critical infrastructure company, to prevent risks from escalating
into full-blown emergencies.

The main objective of this model is for top management to receive early signals about pre-emergency situations and critical
problems from a small group of trained managers and employees representing the most critical enterprises of the company.
For this purpose, dozens of special training seminars are held at industrial sites. At the same time a dedicated internal corporate
mobile app is set up that allows ordinary employees operating critical company facilities, within a few seconds of seeing
a potentially critical situation, to report this to top management and prevent it before it escalates. The most serious problems
are promptly raised to the level of top management, and sometimes to the owners, of the company to organize emergency
financing to manage these risks. Critical risks and near-emergency situations require an immediate response from the company;
experience shows that no more than 5% of all disclosed problems within this model have such a high criticality.

Due to limited financial resources, it is impossible to fully control all the risks of an organization. Also, do not underestimate
the possible information overload of top management if you give all employees of the organization the opportunity
to send information to top officials about observed risks and problems that concern them. Therefore, the implementation
of this model is recommended mainly at critical industrial sites of the company. The model is not intended to solve all the
production problems of a critical infrastructure company: there is a traditional management vertical for this. The model
is being created in order to prevent serious accidents and loss of life by drawing the attention of top management to
serious problems at critical industrial sites when the company’s management hierarchy, for various reasons, has not been
able to cope with these problems in a timely manner. It is worth noting that not all employees, even at the company’s
critical industrial sites, are involved in the management of critical equipment Experience shows that no more than 10%
of the employees of these enterprises are involved in the control of critical equipment, which may influence the formation
of critical risks for the company as a whole. It is this small group of employees can quickly send information about serious problems
directly to the company’s top management, bypassing intermediate levels of management.

When an organization has limited resources, this system allows you to see the most vulnerable places in the company’s critical
infrastructure and wisely distribute limited funds to prevent critical developments.

Afterimplementing this modelin a company, there will be a comprehensive improvement in the quality of information about risks
and the speed of its transmission from employees and line managers managing critical risks to the top management (and owners)
of the company.

This publication is intended for managers of large critical infrastructure companies, consultants in the field of risk management
and industrial safety, as well as scientists involved in the issues of risk management and organizational behavior.
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